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Congestion Attacks in Payment 
Channel Networks

1

accessible, low-cost attack

1

paralyzes multiple payment 
network channels for several 
days

1

over- loading channels with 
requests that are kept 
unresolved

1

attack thus simply opens many 
small payment requests along 
extremely long paths and keeps 
them unresolved for as long as 
possible

1

three fundamental proper- ties 
of off-chain payment networks

1

Payments are executed in a 
trustless manner

1

Expiration times are long

1

The privacy of payments

1

vulnerability

1

adds a new node to the payment 
network

1

identifies a route suitable to 
attack

1

maximizing the attack benefit

1

requests many small payments

1

delay the final execution of the 
payment

1

update_failure message to the 
previous

1

avoiding a forced closure

1

ATTACKING THE ENTIRE 
NETWORK

5

greedy algorithm

5

pick routes and paralyze as much 
liquidity

5

initiate max_concurrent_htlcs 
payments

5
withhold the response

5

turning all channels along the 
path unavailable

5

making the network less and less 
connected

5

divide the network to sub graphs

6

Evaluation

6

locking channels for at least 3 
days

6

route requires the attacker to 
open exactly two channels

6

attacker can lock 20% of the 
network’s capacity using only 90 
channels

6

can lock 90% using 1044 
channels

6

ATTACKING HUBS - ATTACK ON 
A SINGLE NODE

7

disconnecting a single node 
from the network

7

connects to the victim node

8

paralyzes its adjacent channels

8 makes multiple payment 
requests over this path until the 
target channel reaches 
max_concurrent- _htlcs.

8

evaluated the cost of attack on 
all nodes in the network

8

snapshot from Jan 1st 2020
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